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EXHIBIT B 

 

Individual Non-Disclosure and Confidentiality Certification Form 

 

I understand that I will be exposed to certain confidential information for the limited purpose of performing 

my job. I understand that confidential records may include names (or other personally identifiable 

information), social security numbers, wage information, reemployment assistance information, 

employment information, and public assistance information. I understand that this information is 

confidential and may not be disclosed to others. Prior to receiving access to such information, and any 

information systems containing such information, I acknowledge and agree to abide by the following 

standards: 

 

1. I will comply with all security requirements imposed as a condition of use for any system(s) to 

which I may be granted access. 

 

2. I will use access to the system(s) only for purposes authorized by law within the course and scope 

of my employment to secure information to conduct program business. 

 

3. I will not disclose my user identification, password, or other information needed to access the 

system(s) to any party nor shall I give any other individual access to secured information contained within 

the system(s). 

 

4. If I become aware that any unauthorized individual has or may have obtained access to my user 

identification, password, or other information needed to access system(s) to which I have been granted 

access, I will immediately notify the Board’s Regional Security Officer. 

 

5. I will store any physical documents containing confidential information in a place that is secure 

from access by unauthorized persons. 

 

6. I will store and process information maintained in electronic format, such as magnetic tapes, discs, 

or external drives in such a way that unauthorized persons cannot obtain the information by any means. 

 

7. I will undertake precautions to ensure that only authorized personnel are given access to disclosed 

information stored in computer system(s). 

 

8. I will not share with anyone any other information regarding access to the system(s) unless I am 

specifically authorized to do so by the Department of Economic Opportunity.. 

 

9. I will not access or request access to any social security numbers, personal information, wage 

information, employer information, reemployment assistance information, or employment data unless such 

access is necessary for the performance of my legitimate business duties. 

 

10. I will not disclose any individual data to any parties who are not authorized to receive such data 

except in the form of reports containing only aggregate statistical information compiled in such a manner 

that it cannot be used to identify the individual(s) or employers involved. 

 



Confidentiality Agreement 08012020  Page 2of 2 

11. I will not access or divulge information about any personal associates, including relatives, friends, 

significant others, co-workers, or anyone with whom I reside. I will not provide services to these 

individuals and will, instead, refer such individuals to other qualified service providers. 

 

12. I will retain the confidential data only for that period of time necessary to perform my public duties. 

Thereafter, I will either arrange for the retention of such information consistent with federal or state record 

retention requirements or destroy such data, and any copies made, after the purpose for which the 

information is disclosed is served. I will do this in such a way so as to prevent the information from being 

reconstructed, copied, or used by any means. However, I will not destroy or delete information from 

information system(s) when such destruction or deletion is outside the scope of my authority. 

 

13. I understand that it is misdemeanor of the second degree to disclose confidential reemployment 

assistance information to unauthorized persons. I further understand that the Department of Economic 

Opportunity has process and procedures in place to detect unauthorized access to such information. I 

understand that it is the practice of the Department of Economic Opportunity to prosecute violations of to 

the fullest extent of the law. 

 

14. I certify and affirm that I have either (1) received training on the confidential nature of the data to 

which I am being granted access to, the safeguards required for access privileges, and the penalties 

involved for any violations; or (2) have received written standards and instructions in the handling of 

confidential data from my employer or the Department of Economic Opportunity. I will comply with all 

confidentiality safeguards contained in such training, written standards, or instructions, including but not 

limited to, the following: a) protecting the confidentiality of my user identification and password; b) 

securing computer equipment, disks, and offices in which confidential data may be kept; and c) following 

procedures for the timely destruction or deletion of confidential data. 

 

15. I understand that if I violate any of the confidentiality provisions set forth in the written standards, 

training, and/or instructions I have received, my user privileges may be immediately suspended or 

terminated. I also understand that applicable state and/or federal law may provide that any individual who 

discloses confidential information in violation of any provision of that section may be subject to criminal 

prosecution and if found guilty could be fined, be subject to imprisonment and dismissal from employment. 

I have been instructed that if I should violate the provisions of the law, I may receive one or more of these 

penalties. 

 

Should I have any questions concerning the handling or disclosure of confidential information, I shall 

immediately ask my supervisor, regional security officer, or One-Stop Operator for guidance and comply 

with their instructions. 

 

Employee Signature: ______________________________      Date: _____________________ 

 

Print Employee Name: _________________________________________________________ 

 

Job Title: ____________________________________________________________________ 

 

Work Address: ________________________________________________________________ 

 

Work Phone Number: (_____) ______-_______________       Ext: _______________________ 

 

E-Mail Address: _______________________________________________________________ 

 


